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PRODUCT KNOWLEDGE

SNMP, Modbus or Dry Contacts? Connecting Site
Equipment to the NOC

Choose the interface that preserves the measurements, alarm meaning, failure evidence
and control boundaries the NOC actually needs.
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Telecom interface comparison
Approx. 13 minute read
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Which interface should connect telecom site equipment to
the NOC?

Use SNMP when an IP-connected device must expose a structured set of objects and
notifications, Modbus when a controller or gateway must read a defined industrial
register map, and dry contacts when the NOC needs only a small number of
unambiguous binary conditions. A mixed site will often use all three. The correct choice
is the one that carries the required meaning and exposes its own failure—not the one
with the longest feature list.

At commissioning, “cabinet high temperature” may appear in three different forms. An
SNMP agent can expose a temperature object and emit a notification; a Modbus server
can place a scaled value and alarm bit in registers; a relay can simply change from open
to closed. All three can reach the same NOC banner, yet they provide very different
evidence when the value is wrong, the cable fails or the condition clears.

Selection of telecom monitoring interfaces therefore starts with four NOC questions:
Is a measurement or only an alarm state required? How quickly must a change be

Powered by The Solar Telecom



L

HUIJUE GROUP

Page 3/10

detected? How will loss of the device or path be distinguished from normal? Is any
remote command permitted? Answer these before accepting “SNMP supported,”
“Modbus ready” or “alarm contacts available” on a datasheet.

Decision criterion
Native representation

Measurements and detail

Change detection

Failure visibility

Typical fit

Primary integration risk

SNMP

Objects identified by
OIDs and described by
MIB information

Good when the
implemented object set
is documented

Polling plus device
notifications where
supported

Agent reachability,
polling timeout and
notification-path checks

IP-aware rectifiers,
switches, controllers and
site gateways

Wrong OID, incomplete
MIB, notification loss or
weak security
configuration

Modbus

Coils, discrete inputs and
registers addressed
through function codes
Good when address,
type, scaling and word
order are documented

Usually periodic client
polling and comparison

Timeouts, exception
responses, link and
gateway health

Meters, generators,
power converters,
battery and cooling
controllers
Address, data type,

scaling, signedness, byte

or word interpretation

Dry contacts

Electrical open or closed
state presented to a
digital input

Basic contacts do not
carry a measurement,
unit or cause by
themselves

Input scan detects a
circuit transition

Limited unless circuit
supervision and
acquisition-device health
are engineered

Door, common fault,
breaker trip, fire-panel
repeat and legacy
equipment alarms
Undefined normal state,
common wiring,
isolation, latching or
cable-fault behavior

Write the point contract before selecting the transport

A protocol identifies how data moves; it does not complete the operational definition of a
point. Start with a point contract that can be implemented through any suitable
interface. This keeps procurement focused on NOC evidence instead of connector

Nnames.

¢ ldentity: site, asset, controller, point name and source channel.
e Meaning: physical quantity or condition, normal state, alarm cause and clear

rule.

* Representation: data type, unit, scale, valid range, enumeration and invalid

value.

e Timing: sample or scan interval, change-detection delay, source timestamp,
receipt timestamp and stale-data limit.
¢ Quality: valid, substituted, out of range, unavailable, communication lost or
configuration mismatch.

Operations: severity, persistence, hysteresis, route, acknowledgement owner
and retention.
Permission: read only, local control only or an explicitly authorized remote
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command.

Keep the source identity even when several inputs are consolidated. “General power
alarm” from a rectifier, “battery protection active” from a BMS and “DC bus low” from an
independent meter must not become one anonymous boolean. The broader telecom site
monitoring system guide explains how these records fit into the complete sensor-to-NOC
architecture; this article owns the narrower interface and mapping decision.

When is SNMP the right choice?

SNMP is the strongest fit when the field device is IP-capable, the NOC can manage its
object model, and operators need several measurements, states, counters or inventory
records from the same device. It is especially useful where the device can be polled for
current state and can also send notifications for important changes.

Reliable SNMP site monitoring needs the exact MIB and supported object list for the
released device firmware. For every OID, record access mode, data type, unit, scale,
enumeration, update behavior and alarm meaning. A generic MIB browser result is not a
commissioned point list, and a vendor MIB file does not prove that every declared object
is populated correctly by every model or software revision.

The NOC should combine notifications with reconciliation polling. IETF RFC 3416 defines
SNMP protocol operations and makes an important distinction: an SNMPv2-Trap has no
confirmation, while an InformRequest is a confirmed notification mechanism but still
carries no absolute delivery guarantee. Polling the authoritative state after a notification,
after reconnection and at a defined interval prevents one lost message from leaving the
NOC permanently wrong.

Specify the SNMP version and security profile, not just “SNMP enabled.” SNMPv3 can use
message-level authentication and privacy mechanisms, but it is not secure merely
because the version number is present. Define accounts, access views, authentication
and privacy requirements, credential ownership, allowed management addresses,
network segmentation, logging and recovery when engine identity or time parameters
change.

Do not confuse receipt with physical proof
A successful GetResponse proves that an agent returned a value. A received trap proves
that a notification reached the receiver. Neither alone proves that the sensor is accurate,

the protective device actually operated or the controlled equipment achieved the
requested state.
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When is Modbus the right choice?

Modbus is a good choice when site equipment already exposes a stable register map
and a local controller, RTU or gateway can poll it deterministically. It works well for
meters and embedded power, battery, generator or cooling controllers, but the protocol
name alone says very little about the usable point set.

Successful Modbus device integration depends on a frozen mapping schedule.
Record the transport—such as an approved serial implementation or Modbus TCP—the
server address or unit identifier, function code, protocol address, documented register
reference, data type, register count, signedness, scaling, engineering unit, valid range,
polling interval and exception behavior for every point.

The Modbus Organization specifications describe Modbus as a client/server,
request/reply application protocol whose services are identified by function codes. The
specification defines the standard data model and encoding, but a project must still
resolve device-specific choices. In particular, human-facing references such as “40001”
may not equal the zero-based address placed in a protocol data unit, and the order of
words in a multi-register 32-bit value is not safe to assume from another product.

Treat a Modbus exception response, a timeout and a valid process value as different
states. A gateway must not silently retain the last temperature, voltage or SoC as
though it were current. Preserve the last valid value if operations need it, but add quality
and age so the NOC can recognize stale data. Define retry limits and bus loading; very
fast polling of many devices on one serial segment can increase contention without
improving operational response.

For serial networks, the released drawings must also define topology, cable type,
reference conductor or isolation arrangement where applicable, shielding, termination,
biasing, device addresses and service access. For Modbus TCP, define addressing, switch
and VLAN boundary, permitted clients, timeout behavior and gateway routing. If a
protected Modbus variant is required, state it explicitly; do not assume that a normal
TCP port provides authentication or message integrity.

When are dry contacts enough?

Dry contacts are enough when the NOC needs a limited set of critical yes/no conditions
and the equipment can provide relay outputs with documented ratings and behavior.
They are often the most transparent fallback for a common fault, door state or breaker
trip, but they cannot directly report temperature, voltage, alarm detail or device identity.

Each set of dry contact alarms needs an electrical and semantic schedule. State
whether the alarm is represented by an open or closed circuit, whether the relay is
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normally energized, which condition is considered normal, whether the output latches,
how it resets, the contact rating, acquisition wetting voltage and current, common-
terminal arrangement, isolation boundary, debounce time and expected state when the
source loses power.

A normally closed, energized relay can be arranged so that loss of source power or a
broken conductor produces an abnormal input, but that does not automatically
distinguish equipment alarm from cable failure. End-of-line supervision or separate
health contacts can add diagnostic coverage when the risk justifies it. The scheme,
resistance values and fault interpretations must be engineered for the specific input
module rather than assumed from the phrase “fail safe.”

Label both ends of every core and test the state at the acquisition unit, not only at the
device relay. If several faults share one common contact, document the diagnostic
conseqgquence: the NOC may know that a technician is needed but not which spare to
send. Keep detailed local indicators available and specify whether the common alarm
clears automatically after the underlying condition disappears.

Normalize three interfaces into one NOC point model

The site gateway or mediation layer should translate transport-specific records into one
controlled NOC model without erasing their origin. A useful NOC alarm mapping
separates the raw source from the normalized point and records every transformation
between them.

Normalized field SNMP example Modbus example Dry-contact example
Raw source OID, syntax and returned Unit ID, function, address Input channel and
value and raw register words electrical state
Engineering meaning MIB description plus Data type, scale, unit Device cause-and-effect
approved project and enumeration from and normal/alarm wiring
interpretation the released map definition
Time Device uptime or event  Poll time or device time Input transition time
time where supported, where explicitly exposed recorded by the
plus NOC receipt acquisition device
Quality Agent reachable, object Response valid, no Acquisition input healthy;
valid, notification path exception, value fresh circuit supervision status
known if provided
NOC result Common site and asset ID, point name, value or state, severity, set/clear

status, owner and audit history

Version the mapping like engineering data. A firmware upgrade, replacement controller,
new MIB, revised register map or moved terminal can change meaning without changing
the NOC point name. Record the approved mapping revision, device software, gateway
configuration checksum or backup, date, reviewer and rollback method.
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Treat the gateway as an active system boundary

A gateway is not a passive plug adaptor. It polls, converts, scales, time-stamps, filters,
buffers and forwards data; it may also expose writable commands. Its own power loss,
reboot, clock error, database corruption or mapping mistake can affect many devices at
once.

Specify gateway supply and backup behavior, watchdog, local storage, maximum
buffered duration, sequence handling, time source, restart behavior, health heartbeat
and configuration ownership. Test partial failures separately: one Modbus server
unavailable, one serial segment open, the SNMP receiver unreachable, the WAN down
and the gateway itself stopped. The NOC should not report all of these as the same
generic “site offline” condition.

Avoid protocol conversion chains that cannot be supported. For example, a dry contact
collected by an RTU, represented as a Modbus coil, normalized by a gateway and
exposed as an SNMP OID has several mapping boundaries. It may be valid, but the as-
built record must trace the original terminal state through every conversion and identify
where time and quality are added.

Separate read access from remote control permission

Monitoring capability does not authorize control. SNMP Set operations, Modbus writes
and digital outputs can change equipment state where a device supports them, so
writable points need an independent command schedule, authorization model and safety
review.

Default monitoring integrations to read only unless a hamed operating function requires
otherwise. For every permitted command, define the role, preconditions, local/remote
priority, interlocks, timeout, duplicate-command behavior, expected equipment
feedback, failure response and audit record. “Write accepted” is not proof that a
breaker, contactor, generator or cooling unit reached the desired physical state.

The telecom energy management control guide owns source priority, battery reserve
and fallback logic. The interface schedule should only declare which observations and

commands cross that boundary, which local controller retains authority and what the
NOC sees when automatic control degrades.

How should each interface be accepted?

Accept each interface with protocol-specific tests followed by one end-to-end NOC trace.
The pass record should show the stimulated field condition, raw interface evidence,
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gateway interpretation, normalized point, alarm route, clear behavior and any approved
control result.

1. SNMP: verify the device and firmware, load the approved MIB, poll every
required OID, compare returned values with a reference, trigger each
notification, interrupt the receiver path, restore it and confirm reconciliation. Test
credentials, access views and any forbidden Set operation.

2. Modbus: verify transport settings and device address, read every required point
using the approved function and protocol address, confirm data type,
signedness, scale, units and multi-register order, then create a timeout and an
exception response to prove quality handling.

3. Dry contacts: operate each source condition, observe the relay and acquisition
input, confirm normal and alarm electrical states, verify latching, reset and
debounce, then test loss of source power and cable faults where the design
claims supervision.

4. Normalization: compare site and asset identity, source timestamp, receipt
time, value, state, severity, text, set/clear sequence and stale-data behavior in
the NOC.

5. Recovery: restart the device, gateway and communications path separately;
verify that duplicate, lost and late records are handled according to the approved
rules.

Record raw packet or register evidence where useful, but do not rely on screenshots
alone. A repeatable test sheet needs the configuration revision, test equipment,
stimulated condition, expected result, observed result, timestamp, witness and open
exception. The next queue article covers the complete telecom energy system FAT ; this
interface test is one focused part of that broader factory acceptance process.

Return an interface schedule with every bid

Ask every bidder to return the same schedule against the same required NOC points.
The submission should include:

e device, controller, interface option, firmware and any separate communication
card or licence;

e SNMP MIB files and supported OlID/notification list by model and firmware;

e Modbus register map with transport settings, protocol addresses, function codes,
data types, scaling, units and word order;

e dry-contact schematic with normal/alarm state, energized behavior, ratings,
commons, isolation, supervision and terminal numbers;

e gateway architecture, mapping revision, configuration ownership, power path,
buffering, heartbeat and failure behavior;

e NOC point contract, alarm cause-and-effect, time source, stale-data rules and
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response ownership;

e read/write permission matrix, credential handover and network-security
requirements;

e protocol-specific FAT evidence, end-to-end integration test and unresolved
deviations.

Do not award the interface portion on protocol checkboxes. Compare the delivered
object, register or contact evidence against the NOC decision that each point must
support. Final capability remains model-, option-, firmware- and project-dependent and
must be confirmed against the released equipment documentation.

Project boundary

This comparison is a specification method, not a claim that every Huijue or third-party
device supports all three interfaces. Confirm interface hardware, protocol version, data
map, security profile, electrical ratings, control permissions and acceptance criteria for
the exact project configuration.

Turn NOC requirements into an interface schedule

Send the required NOC point list, equipment models, available MIBs or register maps,
dry-contact schedules, gateway constraints, network policy and control permissions.
Huijue can help prepare a project-specific interface matrix for technical review.

Submit the integration inputs

Related engineering resources

Telecom Site Monitoring System Guide
Telecom Energy Management Control
Telecom Battery BMS Alarms

Telecom Rectifier System Guide

Contact Us
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For catalog requests, pricing, or partnerships, please visit:
https://www.thesolartelecom.com
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