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Design the complete evidence path from field condition to NOC action, so operators can
distinguish a real site risk from missing, delayed or misleading data.
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What should a telecom site monitoring system accomplish?

A telecom site monitoring system should preserve a trustworthy chain from a physical
condition to an owned operational response. It must identify what changed, where it
changed, when it changed, whether the data is valid and what action is expected. A
screen full of live values is not enough.

Consider a site that reports low battery voltage after utility loss. The NOC also needs to
know whether the rectifiers stopped, the generator started, the critical DC bus remained
inside its approved range, the battery alarm came from the BMS or an external sensor,
and the communication link later failed. Without this sequence, technicians may arrive
with the wrong spare or treat one incident as several unrelated alarms.

The boundary of telecom site monitoring includes sensing, local acquisition, time-
stamped records, communications, central presentation and response ownership. It does
not automatically include optimization or remote control. Those functions may share
equipment, but their permissions, failure modes and acceptance evidence should be
defined separately.
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Start with the decision

For every proposed point, name the decision it supports: protect service, preserve
battery reserve, diagnose a fault, verify automatic recovery, schedule maintenance or
confirm site access. Remove data that has no defined user or retention purpose.

Build the signal path before choosing sensors or software

A useful site monitoring architecture can be reviewed as five connected layers. Each
layer needs an owner, a power source, a failure indication and a test method.

1. Physical condition. Voltage, current, temperature, contact position, equipment
state or another real condition exists at a named location.

2. Field source. A meter, sensor, BMS, rectifier controller, cooling controller or
protective device converts that condition into a value or state.

3. Local acquisition. A control unit, data-gathering unit or site gateway validates,
time-stamps, maps and buffers the record.

4. Transport and mediation. The site sends information through the approved
backhaul and translates it where the field and NOC models differ.

5. Operations workflow. The NOC presents the condition, routes an alarm,
records acknowledgement and preserves the event history for diagnosis.

ITU-T L.1395 (07/2025) provides a current generic reference for monitoring power,
cooling and building-environment infrastructure in telecom networks. It distinguishes
local and remote management functions and treats measurements, configuration, faults
and logs as related but different information.

Boundary Question to answer Failure evidence

Sensor to controller Is the value electrically and Open circuit, out-of-range, frozen
semantically valid? value or source communication

loss

Controller to gateway Is the correct asset and point Quality flag, mapping error, stale
being mapped? timestamp or missing device

Gateway to NOC Can records survive an Heartbeat loss, buffered backlog,
interrupted backhaul? sequence gap or late arrival

NOC to response team Does the condition reach the Unassigned alarm, failed
accountable owner? notification, missed

acknowledgement or open ticket
This map prevents a common ambiguity: “no alarm” can mean normal operation, a

disabled point, a failed sensor, an unpowered gateway, a broken link or a filtered event.
The system should expose those states rather than collapse them into silence.
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Which power and battery points are essential at a telecom
site?

Essential points are the ones that reveal source availability, conversion health, bus
condition, load continuity and usable battery reserve at the project’s defined boundaries.
The exact list depends on the source mix and equipment, so begin with the single-line
diagram instead of copying a generic register.

For telecom power monitoring, trace the active path from each available source to
the approved loads. Typical records may include utility presence and quality, generator
state, PV input, rectifier or converter availability, AC and DC bus values, branch
protective-device state, load current, low-voltage disconnect position and cooling
auxiliary demand. Apply only the points that exist in the released design.

Battery records should separate the external power-system view from the battery’s
internal protection view. At system level, useful evidence can include bank or string
voltage, charge and discharge current, temperature, contactor or breaker state and
reserve-related thresholds. Where an integrated BMS supplies supported data, add SoC,
SoH, cell or module spread, limiting state, protective action, hardware identity and
communication health.

ITU-T L.1397 (10/2025) describes information exchange for integrated telecom battery
units and systems, including measurements, alarms, inventory and configuration data. It
is an information-model reference; it does not prove that a particular battery exposes
every point or that an estimated SoC equals measured usable capacity.

Good battery alarm monitoring preserves the origin of each alarm. “Battery low”
from a rectifier controller, “cell undervoltage” from a BMS and “DC bus low” from an
independent meter are different observations. Keep their asset IDs and timestamps so
the event order can be reconstructed.

What environmental and security conditions need their
owh sensors?

Use separate sensors when equipment controllers cannot represent the condition at the
location where damage or service risk begins. Cabinet temperature, battery
temperature, ambient temperature, humidity or condensation risk, water entry, smoke
or fire-system status, door position and unauthorized access may all require distinct
sensing boundaries.

Place environmental monitoring sensors according to the hazard and airflow, not where
installation is easiest. A temperature probe beside a cool-air outlet can miss a hot
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equipment inlet; one sensor above the battery cannot describe every module; a water
detector mounted above the lowest collection point may never see ingress. Record each
sensor’s physical location in the point schedule and as-built package.

Equipment state is also different from delivered effect. A fan run contact does not prove
airflow, and an air-conditioner power indication does not prove that cabinet temperature
is controlled. Where the risk justifies it, correlate device state with temperature trend,
airflow, pressure, current or another independent observation.

Safety systems keep their own authority

Site monitoring may repeat a smoke, fire, gas or access-control status for operational
visibility, but it must not replace the project’s approved life-safety, security or protective
functions. Define the authoritative system and the response owner.

Treat values, states, events and alarms as different
records

A point register should define what kind of information each record carries. Mixing these
types creates bad trends, false alarms and incomplete histories.

Record type Example Required context

Measurement DC bus voltage or cabinet Unit, scaling, range, accuracy,
temperature sample time and quality

State Generator running, door closed or Defined normal state, transition
contactor open time and source

Event Battery test started or control Old state, new state, actor and
mode changed timestamp

Alarm Rectifier capacity degraded or Severity, condition, persistence,
high equipment-inlet temperature owner and clearing rule

Inventory Controller model, firmware or Asset identity, revision,
battery serial number replacement history and approval

status

For each measurement, specify the source device, engineering unit, scaling, valid range,
acquisition interval, transmission rule, stale-data time, accuracy basis and retention
period. For a derived point, identify the source records and calculation version. Do not
substitute a blank, zero or last-known value without a visible quality flag.

For each alarm, add the set condition, persistence delay, hysteresis where applicable,

clear condition, severity mapping, message text, routing owner and safe response.
Protective trips should remain distinct from advisory thresholds. A threshold copied from
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another site may be wrong when the voltage window, battery chemistry, load priority or
thermal design differs.

How should alarms reach the NOC without becoming
noise?

Send alarms as complete, stateful records and route them by service consequence and
response ownership. The NOC should receive an identifiable alarm start, subsequent
acknowledgement and clear or closure—not repeated text messages with no durable
relationship.

Effective remote alarm management begins at the site. Apply persistence and
hysteresis where short normal transitions would otherwise create noise, but do not delay
immediate protective or safety events merely to reduce counts. Correlate dependent
conditions into an incident view while preserving the original equipment records.

Example event chain

Utility lost - rectifiers no longer converting = battery discharging - generator start
requested — generator failed to become available = reserve threshold crossed.
Operations may need one escalating incident, but engineering still needs every source
event and its timestamp.

An alarm record should identify the site, asset, point, event time, set or clear state,
severity, measured value where relevant, threshold, data-quality state and current
owner. The central workflow should retain acknowledgement, escalation, work-order
reference, technician finding and final cause. That history makes alarm tuning auditable
instead of subjective.

Dashboard metrics and fleet prioritization are downstream tasks. The telecom energy
monitoring KPI guide explains how trusted records can be turned into availability
evidence, reserve queues, maintenance priorities and energy analysis.

What happens when monitoring loses power or
communications?

The site should retain enough local function to identify the failure, protect the event
sequence and recover records after the link returns. Monitoring is most valuable during a
power incident, so its own supply, disconnect position and low-voltage behaviour must
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be visible on the power architecture.

Define which controller, gateway, clock and communication device remain powered in
each site state. Check their combined load in the autonomy model and specify what
happens at low voltage. Local protection and equipment control must continue safely
when the WAN or central platform is unavailable; a remote application should not be the
only place where a critical interlock exists.

Loss of a field device, gateway, primary link and central service should be
distinguishable. Use heartbeat or freshness logic at the layer capable of detecting the
failure. Store-and-forward records need original event timestamps, sequence handling,
quality flags and a rule for late data so an old alarm does not appear to be a new
incident after reconnection.

Clock discipline matters across power transitions. Document the time source, time zone,
behavior without synchronization and correction after recovery. When two controllers
disagree by minutes, the sequence of rectifier loss, battery discharge and generator
action can be misdiagnosed.

Keep remote control behind a separate risk boundary

Read access does not authorize switching. If remote commands are required, define role-
based permissions, authenticated communication, command confirmation, local
interlocks, priority between local and remote control, timeout behavior and a tamper-
evident audit log.

Every command should have a permitted operating envelope and a returned result.
“Command accepted” is different from “contactor changed state” or “generator became
available.” Use independent feedback where a failed action can affect service, battery
reserve or technician safety.

Control logic for source selection and reserve protection belongs in a dedicated energy-
management design. The monitoring package should declare the handoff: which values
the controller consumes, which commands it may issue, which equipment has final
protective authority and how operators can recognize degraded automatic control.

How should a telecom monitoring system be
commissioned?

Commission it point by point and incident by incident. First prove that every field
condition maps to the correct asset, unit, state and timestamp; then force
representative sequences and verify that the NOC record, alarm route and clearing
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behavior match the approved design.

1.

Confirm sensor identity, physical location, wiring, polarity where relevant and
calibration or accuracy evidence.

. Compare measurements with an appropriate reference instrument at agreed

operating points.

. Operate contacts and controller states through normal, alarm and clear

conditions.
Verify scaling, engineering units, timestamps, quality flags and asset naming
from field device to NOC.

. Interrupt a field interface, gateway supply and site communications separately;

observe the correct loss indication and buffered recovery.
Restart controllers and the central connection; confirm settings, time and event
history are retained as specified.

. Test alarm routing, acknowledgement, escalation and work-order ownership with

the actual operations team.
If control is enabled, test authorization, interlocks, returned state and safe failure
using an approved method statement.

Use a cause-and-effect record, not screenshots alone. It should show the stimulated
condition, field observation, controller record, NOC presentation, notification result,
response owner, pass criterion and exception. Keep unresolved mapping or data-quality
defects open until retest.

Return a monitoring evidence schedule with every bid

Ask bidders to return the same schedule against the same site architecture. A useful
submission includes:

system block diagram showing sensors, controllers, gateway, communications
and NOC boundary;

complete point list with source, record type, unit, scaling, accuracy, interval,
retention and quality behavior;

alarm cause-and-effect matrix with severity, delays, hysteresis, clear rules,
routing and ownership;

power consumption and supply path for every monitoring and communication
device in normal and outage states;

supported field interfaces and protocols, register or object maps, licensing and
integration responsibilities;

local buffer capacity, time synchronization, heartbeat, communications-loss and
reconnection behavior;

cybersecurity roles, credential handling, firmware governance, backups and
audit records;

Powered by The Solar Telecom



n-! Page 9/10

HUIJUE GROUP

e FAT, site commissioning, calibration, training, spares and as-built deliverables;
e explicit exclusions and every Huijue, operator or third-party fact still awaiting
confirmation.

Choose the design that preserves meaning across the whole path, not the one with the
longest point list. Before purchase, confirm every promised measurement, alarm,
interface and control against the released bill of materials and the operator’'s NOC
environment.

Project boundary

This guide defines a specification method, not a universal point list or a Huijue model
capability. Final sensors, protocols, alarm thresholds, retention, cybersecurity, power
backup and acceptance criteria require project-specific confirmation.

Turn the site architecture into an auditable monitoring
schedule

Send the single-line diagram, equipment list, battery and cooling interfaces, required
NOC platform, alarm policy, backhaul limits and response ownership. Huijue can help
map them into a project-specific point list and cause-and-effect schedule for engineering
review.

Submit the monitoring inputs

Related engineering resources

Telecom Energy Monitoring KPlIs
Telecom Rectifier System Guide
Telecom Battery BMS Alarms

Telecom Cabinet Cooling Guide

Contact Us
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For catalog requests, pricing, or partnerships, please visit:
https://www.thesolartelecom.com

Telecom Site Monitoring Systems: Power, Battery, Environment and Alarms
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